
 
 
 
 

 1 

Issue 

No. 753 

Mar 2021 

ISPSW Strategy Series: Focus on Defense and International Security 

Transatlantic Security and Taiwan in the Global Semiconductor Supply Chain 

Dr Christina Lin 

©  Institut für Strategie- Politik- Sicherheits- und Wirtschaftsberatung ISPSW 

Giesebrechtstr. 9               Tel   +49 (0)30 88 91 89 05        E-Mail:   info@ispsw.de 
10629 Berlin                 Fax  +49 (0)30 88 91 89 06       Website:  http://www.ispsw.de 
Germany 

 

 

 

Transatlantic Security and Taiwan in the Global Semiconductor Supply Chain 

 
 

Dr Christina Lin 
 
 
 

March 2021 
 

 

Abstract 

Taiwan’s role in the global economy has largely existed below the radar until recently, when a shortage of 
microchips in the automobile industry exposed the island’s outsized position in the global semiconductor supply 
chain. Its flagship Taiwan Semiconductor Manufacturing Company (TSMC) is the world’s largest foundry and go-
to producer of chips for Apple Inc. smartphones, artificial intelligence, automakers, and is also one of Germany’s 
main suppliers. As the seams between geo-politics and geo-economics begin to blur regarding Taiwan's outsized 
role in the global high-tech supply chain, this is prompting the EU and NATO to incorporate the island nation 
into their strategic calculus. 

 

 

About ISPSW 

The Institute for Strategic, Political, Security and Economic Consultancy (ISPSW) is a private institute for research 
and consultancy. The ISPSW is an objective, task-oriented and politically non-partisan institute. 

In the ever more complex international environment of globalized economic processes and worldwide political, 
ecological, social and cultural change, which occasions both major opportunities and risks, decision-makers in 
the economic and political arena depend more than ever before on the advice of highly qualified experts. 

ISPSW offers a range of services, including strategic analyses, security consultancy, executive coaching and 
intercultural competency. ISPSW publications examine a wide range of topics connected with politics, the 
economy, international relations, and security/ defense. ISPSW network experts have worked – in some cases 
for decades – in executive positions and have at their disposal a wide range of experience in their respective 
fields of expertise. 
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Analysis 

Taiwan’s role in the global economy has largely existed below the radar until recently, when a shortage of 
microchips in the automobile industry exposed the island’s outsized position in the global semiconductor supply 
chain. In a January Bloomberg article entitled “The World is Dangerously Dependent on Taiwan for 
Semiconductors,” the authors highlighted how a chip shortage from Taiwan Semiconductor Manufacturing 

Company (TSMC, 台灣積體電路製造) took a heavy toll on automakers, resulting in reduced output and 

projected billions in lost earnings.1 According to IHS Markit, the production of nearly 1 million vehicles world-
wide would be delayed in the first quarter of 2021, with the shortage affecting Volkswagen, Ford Motor, General 
Motors, Tokyo Motor, Nissan Motor, Fiat Chrysler, and other carmakers.2 

TSMC is the world’s largest foundry and the go-to producer of chips for Apple Inc. smartphones, artificial 
intelligence, high-performance computing, and automakers, and is also one of Germany’s main suppliers.3 As a 
result, Berlin has asked Taiwanese manufacturers to help ease the shortage in the auto sector, which is 
hampering Germany’s economic recovery from the COVID-19 pandemic.4 According to Fitch Solutions, Europe’s 
biggest carmaker Volkswagen Group will be hit the hardest by the shortage, while Hyundai/Kia of Korea and 
BMW have secured good long-term access to chip requirements – and, along with Toyota, will likely ride out the 
storm without much issue.5 

Nonetheless, according to Jan-Peter Kleinhans, director of the technology and geopolitics project at Berlin-based 
think tank Stiftung Neue Verantwortung (SNV), by dominating the US-developed model of outsourcing chip 
manufacturing capacity, Taiwan has become “potentially the most critical single point of failure in the entire 
semiconductor value chain.”6 Given Taipei’s grip on the semiconductor business and growing role as a choke 
point in the global supply chain, this is lending new urgency to plans from Brussels to Washington and Tokyo to 
Beijing to increase self-reliance. 

Chokepoint and Anti-Access/Area Denial 

To hedge against a potential future supply chokepoint, the EU now plans to increase state support to ramp up 
domestic production of semiconductors, weighing possible deals with TSMC and Samsung to establish microchip 
foundries.7 Likewise, the United States has negotiated with TSMC to set up a USD $12 billion chip fabrication 

 
1 Alan Crawford, Jarrell Dillard, Helen Fouquet and Isabel Reynolds, “The World is Dangerously Dependent on Taiwan for 
Semiconductors”, Bloomberg, January 25, 2021, https://www.bloomberg.com/news/features/2021-01-25/the-world-is-
dangerously-dependent-on-taiwan-for-semiconductors  
2 Mark Fulthorpe, Phil Amsrud, “Semiconductor shortage update: Nearly one million vehicles delayed”, IHS Markit, February 16, 
2021, https://ihsmarkit.com/research-analysis/semiconductor-shortage-update-one-million-vehicles-delayed.html;  Michael 
Nienaber, “Germany urges Taiwan to help ease auto chp shortage”, Reuters, January 23, 2021, 
https://www.reuters.com/article/us-taiwan-autos-chips/germany-urges-taiwan-to-help-ease-auto-chip-shortage-idUSKBN29T04V  
3 Alan Crawford et al, “The world is dangerously dependent on Taiwan for semiconductors”, Taipei Times, January 27, 2021, 
https://www.taipeitimes.com/News/editorials/archives/2021/01/27/2003751278; https://www.reuters.com/article/us-taiwan-autos-
chips/germany-urges-taiwan-to-help-ease-auto-chip-shortage-idUSKBN29T04V   
4 Saloni Meghnani, “Germany pushes Taiwan to alleviate chip shortage”, Taiwan News, January 25, 2021, 
https://www.taiwannews.com.tw/en/news/4111377  
5 Neil Winton, “Global Auto Chip Shortage, Exacerbated By Locked-Down Gamers, Should Recover Soon”, Forbes, February 2, 
2021, https://www.forbes.com/sites/neilwinton/2021/02/02/global-auto-chip-shortage-exacerbated-by-locked-down-gamers-
should-recover-soon/?sh=33a23aaf4097  
6 https://www.bloomberg.com/news/features/2021-01-25/the-world-is-dangerously-dependent-on-taiwan-for-semiconductors  
7 Kevin Curran, “Is Taiwan a Ticking Time Boomb in the Semiconductor Supply Chain?”, The Diplomat, January 27, 2021, 
https://thediplomat.com/2021/02/is-taiwan-a-ticking-time-bomb-in-the-semiconductor-supply-chain/; Natalia Drozdiak and 
Helene Fouquet, “EU weighs deal with TSMC, Samsung, for microchip foundry”, Automotive News, Febraury 11, 2021, 
https://www.autonews.com/manufacturing/eu-weighs-deal-tsmc-samsung-microchip-foundry  
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plant in Arizona, while Samsung is set to follow with a USD $10 billion facility in Austin, Texas.8 

In late February of this year, Director of the American Institute in Taiwan Brent Christensen met with dozens of 
Taiwanese chipmaker and supply chain executives to encourage a closer partnership with the United States.9 
Japanese and German representatives also joined the meeting, which came hours after the Biden administration 
ordered scrutiny of U.S. critical supply chains.10 Back in September, Christensen convened another meeting in 
Taiwan with European, Canadian, and Japanese counterparts to seek the support of “like-minded” democracies 
in working to shift supply chains away from China.11 

China also understands the importance of access to critical inputs like semiconductors and the security of its 
high-tech supply line. In a world where technology is increasingly being enlisted in the great power rivalry 
between Washington and Beijing, the weaponization of economic interdependence and the potential for a 
semiconductor supply cut-off are real concerns.12 Indeed, the Trump administration had exploited that pressure 
point to deny Beijing access to TSMC semiconductors.13 By banning access to all US chip technology, including 
design, Washington was able to cut off the supply of semiconductors from TSMC and other foundries to Huawei 

Technologies (華為技術有限公司), hobbling the advance of China’s biggest tech company.14 

Despite Beijing touting its “Made in China 2025” vision, which aims to transform the country into a “manufac-
turing superpower,” its leading national foundry – Semiconductor Manufacturing International Corporation 

(SMIC, 中芯國際集成電路製造有限公司) – remains years behind its competitors in the United States, South 

Korea, and Taiwan.15 SMIC has been unable to complete manufacture of 10 nanometer (nm) chips, largely due 
to US sanctions on the export of specialized equipment to the company, while TSMC is already manufacturing 
5 nm chips, with plans to upgrade to the even more advanced 3 nm chips.16 

And while China’s most recent five-year plan presented Beijing’s strategy of channeling help to the chip industry 
and other key technologies to the tune of USD $1.4 trillion through 2025, this still does not negate its continuing 
need to import Taiwanese chips, knowledge, and talent.17 Indeed, China has long tapped Taiwan for its chip-

making talent: two key executives at China’s SMIC, co-CEO Liang Mong-song (梁孟松) and current Vice Chairman 

 
8 “Phoenix Okays Development Deal with TSMC for $12 Billion Chip Factory”, U.S. News & World Report, November 18, 2020, 
https://www.usnews.com/news/technology/articles/2020-11-18/phoenix-okays-development-deal-with-tsmc-for-12-billion-chip-
factoryl “Samsung eyes Texas for new $10 billion chipmaking plant”, Dallas News, January 22, 2021, 
https://www.dallasnews.com/business/technology/2021/01/22/samsung-eyes-texas-for-new-10-billion-chipmaking-plant/   
9 Cheng Ting-Fang and Lauly Li, “U.S. steps up talks with Taiwan to secure chip supply chain”, Nikkei Asia, February 25, 2021, 
https://asia.nikkei.com/Business/Tech/Semiconductors/US-steps-up-talks-with-Taiwan-to-secure-chip-supply-chain  
10 Kevin Liptak, “Biden orders review on cracks in critical supply chains”, CNN, February 24, 2021, 
https://www.cnn.com/2021/02/24/politics/biden-executive-order-review-supply-chains/index.html  
11 “U.S., Taiwan seek ‘like-minded’ democracies to remake global supply chains and shift reliance from China”, South China 
Morning Post, September 4, 2020, https://www.scmp.com/news/china/diplomacy/article/3100301/us-taiwan-seek-minded-
democracies-remake-global-supply-chains  
12 Steve Blank, “The Chip Wars of the 21st Century”, War on the Rocks, June 11, 2020, https://warontherocks.com/2020/06/the-
chip-wars-of-the-21st-century/  
13 https://www.taipeitimes.com/News/editorials/archives/2021/01/27/2003751278  
14 Lauly Li and Cheng Ting-Fang, “Inside the U.S. campaign to cut China out of the tech supply chain”, Nikkei Asia,October 7, 
2020, https://asia.nikkei.com/Spotlight/The-Big-Story/Inside-the-US-campaign-to-cut-China-out-of-the-tech-supply-chain  
15 “Made in China 2025 Backgrounder”, EU Institute for Security and Development Policy, June 2018, 
https://isdp.eu/content/uploads/2018/06/Made-in-China-Backgrounder.pdf; https://thediplomat.com/2021/02/is-taiwan-a-ticking-
time-bomb-in-the-semiconductor-supply-chain/   
16 “Semiconductor Manufacturing International Corporation—Inside Information Announcement on Inclusion in Entity List”, 
https://www1.hkexnews.hk/listedco/listconews/sehk/2020/1220/2020122000189.pdf; “EU weighs deal with tsMC, Samsung for 
microchip foundry”, The Association of European Vehicle Logistics”, https://ecgassociation.eu/article/?id=4250   
17 “China’s 14th Five-year Plan: A First Look”, Congressional Research Service Report, January 5, 2021, 
https://crsreports.congress.gov/product/pdf/IF/IF11684  
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Chiang Shang-yi (蔣尚義), used to work at TSMC as senior director for research and development and as its chief 

operating officer, respectively.18 

Currently, the United States appears to be applying a geo-economic anti-access/area denial strategy for tech-
nology decoupling from China via the Clean Network Initiative.19 Specifically, Washington is employing export 
controls to deny critical inputs to certain Chinese companies, while imposing market access restrictions on 
Chinese technology in the US. Indeed, on March 2, the US National Security Council for Artificial Intelligence 
(NSCAI) issued a 750-page report – directed by former Google chairman Eric Schmidt and former Deputy 
Secretary of Defense (during the Obama Administration) Robert Work – recommending that “the United States 
and its allies should utilize targeted export controls on high-end semiconductor manufacturing equipment […] 
to protect existing technical advantages and slow the advancement of China’s semiconductor industry.”20 

The report was picked up by China’s political websites, concerned that the US’ denial of access to high-end 
computer chips would threaten China’s high-tech ambitions.21 With China attempting to reduce its annual USD 
$300 billion semiconductor imports and developing plans for a USD $200 billion rollout of a national 5G broad-
band network, if Huawei and ZTE cannot source the chips required for their 5G base stations, some observers 
predict a full-scale tech war may be in the offing.22 China is already considering retaliation by curbing exports of 
rare-earth minerals to hobble the US defense industry, and others worry that TSMC’s chip factories could 
become collateral damage if China were to invade Taiwan.23 

With the blurring of seams between geo-economics and geo-politics regarding the global high-tech supply chain, 
this issue will likely have important implications for transatlantic security. 

EU, NATO, and the Transatlantic Alliance’s Defense Industrial Edge 

Given ongoing US concerns regarding integration of Chinese technology into NATO allies’ national critical tele-
communications infrastructure, export of dual-use technology to China, and investment by Chinese companies 
into high tech focused industry and start-ups in NATO member states, these issues are being heavily debated 
within NATO.24 In reference to the NATO 2030 proposal, NATO Secretary General Jens Stoltenberg expressed 
the desire to “put further proposals on the table to maintain [NATO’s] technological edge, to develop common 

 
18 https://finance.sina.cn/tech/csj/2021-01-01/detail-iiznctke9646933.d.html?fromtech=1&from=wap;  Woon Wei Jong, “China 
seeks Taiwan research talents in semiconductor industry”, Think China, December 21, 2020, https://www.thinkchina.sg/china-
seeks-taiwan-research-talents-semiconductor-industry  
19 European Chamber of Commerce in China, MERICS, “Decoupling: Severed Ties and Patchwork Globalisation”, January 
2021, https://merics.org/sites/default/files/2021-01/Decoupling_EN.pdf; U.S. Department of State, “The Clean Network”. The 
Clean Network is a 2020 US government-led effort to address "the long-term threat to data privacy, security, human rights and 
principled collaboration posed to the free world from authoritarian malign actors." The goal is to implement internationally 
accepted digital trust standards across a coalition of trusted partners "based on democratic values," and this alliance of 
democracies include 27 of the 30 NATO members (Turkey, Iceland, and Hungary are still not part of the Clean Network); 26 of 
the 27 EU members, 31 of the 37 OECD nations, 11 of the 12 Three Seas nations as well as Japan, Israel, Australia, 
Singapore, Taiwan, Canada, Vietnam, India, and New Zealand. 
20 National Security Commission on Artificial Intelligence, “Final Report”, March 2021, https://www.nscai.gov/wp-
content/uploads/2021/03/Full-Report-Digital-1.pdf  
21 https://www.guancha.cn/internation/2021_03_02_582752.shtml;  https://asiatimes.com/2021/03/chinas-ambitions-threatened-
by-us-equipment-ban/  
22 https://www.bloomberg.com/news/articles/2020-08-26/china-still-buying-300-billion-of-chips-from-u-s-elsewhere;  Dion 
Rabouin, “The tech war between the U.S. and China escalates”, Axios, September 21, 2020, https://www.axios.com/tech-war-
china-us-tiktok-feb7ab13-bd86-4cc4-bc87-c547c3962951.html  
23 “China targets rare earth export curbs to hobble U.S. defence industry”, Financial Times,  
https://www.ft.com/content/d3ed83f4-19bc-4d16-b510-415749c032c1; John Lee and Jan-Peter Kleinhans, “Would China invade 
Taiwan for TSMC?”, The Diplomat, December 15, 2020, https://thediplomat.com/2020/12/would-china-invade-taiwan-for-tsmc/   
24 Meia Nouwens, Helena Legarda, “China’s rise as a global security actor: implications for NATO”, IISS-MERICS Research 
Paper, December 21, 2020, https://www.iiss.org/blogs/research-paper/2020/12/chinas-rise-as-a-global-security-actor  
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principles and standards for new technologies, and to enhance cooperation between allies in areas like joint 
research and development.”25 

NATO Deputy Secretary General Mircea Geoana also emphasized the risk of over-reliance on China’s market 
and the need to diversify to other trusted and like-minded partners in the US-led Clean Network, stating that “It 
is important to have a secure 5G Clean NATO Network, which is non-fractured, because the Alliance is only as 
strong as its weakest link.”26 Likewise, then-US Under Secretary of State Keith Krach warned that “Countries and 
companies are terrified of China’s retaliation. The CCP cannot retaliate against everyone. That is where the EU 
comes in, the Transatlantic Alliance comes in, NATO comes in.” Secretary Krach further underscored that “the 
central issue is not about technology, but TRUST,” and to that end, Geoana noted the majority of NATO countries 
have committed to being “Clean Countries,” following the EU’s decision in September 2020 to integrate the EU 
5G Clean Toolbox as part of the Clean Network.27 

In this regard, Taiwan is figuring more prominently among NATO and EU members’ discussions. NATO is 
considering the possibility of a NATO-Pacific Partnership Council to upgrade ties with Asian partners in the Indo-
Pacific, such as Japan, South Korea, Australia, and New Zealand, which are all Major Non-NATO Allies (MNNA).28 
Additionally, Taiwan is treated as an MNNA without official designation.29 Back in 2018, when Taiwan’s Ministry 
of National Defense (MND) organized its second International Conference on Military Education and Regional 
Security, it was the Commander of the NATO Defense College in Rome – who was visiting Taipei for the second 
time in six months – who opened the conference.30 Other NATO members such as Germany, France, the 
Netherlands, and the UK have also issued policy papers to expand their presence in the Indo-Pacific, with London 
specifically expressing its intent to expand diplomatic relations and cooperation with Taiwan, especially on 
global issues such as health, cybersecurity, high-tech supply chains, a potential free-trade agreement, and 
bringing Taipei into its proposed Indo-Pacific Security Initiative (IPSI). 31 

With the continuing rise of Taipei’s prominence in the global supply chain, successful crisis management of the 
COVID-19 pandemic, and vibrant democracy, Taiwan appears to be slowly evolving from a playing field to a 
player in its own right in the eyes of the transatlantic alliance.32 

*** 

 
25 “NATO 2030: United for a New Era”, November 25, 2020, 
https://www.nato.int/nato_static_fl2014/assets/pdf/2020/12/pdf/201201-Reflection-Group-Final-Report-Uni.pdf;  Sebastian 
Sprenger, “NATO chief seeks technology gains in alliance reform push”, Defense News, October 9, 2020, 
https://www.defensenews.com/global/europe/2020/10/09/nato-chief-seeks-technology-gains-in-alliance-reform-push/  
26 U.S. Department of State, “The Transatlantic Alliance Goes Clean”, October 17, 2020,  https://2017-2021.state.gov/the-
transatlantic-alliance-goes-clean/index.html  
27 European Commission, “Cybersecurityof 5G networks—EU Toolbox of risk mitigating measures”, January 29, 2020,  
https://ec.europa.eu/digital-single-market/en/news/cybersecurity-5g-networks-eu-toolbox-risk-mitigating-measures  
28 https://merics.org/sites/default/files/2020-12/Research%20Report-China%27s%20Rise.pdf  
29 https://uscode.house.gov/statviewer.htm?volume=116&page=1428  
30 Giuseppe Morabito, “Esclusivo.  NATO to Taiwan: Riding the Trump Wave of Engagement”, Babilon, July 2018, 
https://www.babilonmagazine.it/taiwan-nato-international-conference-on-military-education-and-regional-security/  
31 The Federal Government, “Policy Guidelines for the Indo-Pacific: Geramy—Europe—Asia—Shaping the 21st Century 
Together”, https://www.auswaertiges-amt.de/blob/2380514/f9784f7e3b3fa1bd7c5446d274a4169e/200901-indo-pazifik-leitlinien-
-1--data.pdf; Ministere de L’Europe et des affaires etrangeres, “The Indo-Pacific region: a priority for France”, 
https://www.diplomatie.gouv.fr/en/country-files/asia-and-oceania/the-indo-pacific-region-a-priority-for-france/; Sebastian 
Strangio, “Following France and Germany, the Netherlands Pivots to the Indo-Pacific”, The Diplomat, November 18, 2020,  
https://thediplomat.com/2020/11/following-france-and-germany-the-netherlands-pivots-to-the-indo-pacific/; Alessio Patalano, 
“UK Defence from the ‘Far East’ to the ‘Indo-Pacific”, Policy Echange, July 2019, https://policyexchange.org.uk/wp-
content/uploads/2019/07/UK-Defence-from-the-‘Far-East’-to-the-‘Indo-Pacific’.pdf; David Green, “Taiwan Needs to be a part of 
UK’s China strategy”, The Diplomat, December 31, 2020, https://thediplomat.com/2020/12/taiwan-needs-to-be-a-part-of-the-
uks-china-strategy/the   
32 Zsuzsa Anna Ferenczy, “Time for a Positive EU Policy on Taiwan”, The Diplomat, October 21, 2020, 
https://thediplomat.com/2020/10/time-for-a-positive-eu-policy-on-taiwan/  
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Remarks:  Opinions expressed in this contribution are those of the author. This article first appeared in Global 
Taiwan Brief, vol. 6, issue 5, Global Taiwan Institute, on March 10, 2021. 
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